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The technology category now widely known as “decen-
tralized identity” and more narrowly as “self-sovereign 

identity” didn’t even exist four years ago. At that time, the 
cutting edge of digital identity technology consisted of Inter-
net-scale federated identity protocols such as OpenID Connect 
and user-centric data sharing protocols such as User-Managed 
Access (UMA) [1].

Then along came Bitcoin and a surge of interest in block-
chain and distributed ledger technology (DLT) [2]. Although the 
initial uses of this technology focused primarily on cryptocur-
rency, it didn’t take long for the digital identity community to 
begin applying it to digital identity scenarios. In October 2016, 
several sessions on “blockchain identity” were held at the 23rd 
Internet Identity Workshop in Mountain View, California [3]. 
Soon afterward, the U.S. Department of Homeland Security Sci-
ence & Technology division (DHS) published a Small Business 
Innovation Research (SBIR) grant topic, “The Applicability of 
Blockchain Technology to Privacy Respecting Identity Manage-
ment” [4].

DHS awarded four research grants on this topic; one of 
them produced the first draft of the Decentralized Identifier 
(DID) specification [5]. Within a year, this specification was 
contributed to the World Wide Web Consortium (W3C) 
Credentials Community Group [6] for further development. 
At the same time, W3C approved its first working group on 
another foundational component of decentralized identi-
ty: the Verifiable Credentials Data Model 1.0 specification 
(which became a full W3C Recommendation in November 
2019 [7]).

Why has interest in decentralized identity grown so quickly? 
Why has it become a topic track at almost every major digital 
identity conference? Christopher Allen provided an evolution-
ary perspective on this question in his April 2016 article, “The 
Path to Self-Sovereign Identity” [8]:

The models for online identity have advanced through four 
broad stages since the advent of the Internet: centralized iden-
tity, federated identity, user-centric identity, and self-sovereign 
identity.

Centralized identity is the easiest identity model to under-
stand: a centralized authority (government, corporation, univer-
sity, service provider) that provisions and administers identity 
accounts (“logins”) for all the users of its systems. This works 
fine as long as users only need to deal with a small number of 
centralized systems. But once the Internet took off, users were 
faced with dozens, then hundreds of accounts, all demanding 
their own usernames, passwords, security and privacy policies, 
and account maintenance.

Industry responded with a solution: let users reuse an iden-
tity account they established with one provider with other sites 
and services. Thus was born the new model of federated iden-
tity and the new role of identity provider. Several generations 
of federated identity protocol standards followed: the Security 
Assertion Markup Language (SAML) [1], OpenID and OpenID 
2.0 (URL-based identity) [1], and OpenID Connect (based on 
the OAuth authorization framework) [1].

The initial development of OpenID more than a decade 
ago was part of a movement toward user-centric identity — 
seeking to give end users greater control over the sharing of 
their identity data, particularly in social networking and social 
media contexts during the rise of Facebook, Google, Twitter, 
and LinkedIn. Another major new thrust in user-centric digital 
identity during that same era was moving from physical creden-
tials in physical wallets to digital credentials in digital wallets. 
Called Information Cards, it was led by Kim Cameron [9] and 
the identity team at Microsoft. They helped establish the ven-
dor-neutral Information Card Foundation and provided a set of 
open standards for digital credential generation, exchange, and 
verification at OASIS [9]. 
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While OpenID still lives on in some fashion in the 
social sign-in deployments built on OpenID Connect, 
the overall Information Card model did not succeed in 
the marketplace. A likely key factor is that verification 
of this new form of digital credential required cryp-
tographic libraries and cryptographic engineering skills 
that were neither familiar nor easy to master for the 
majority of developers.

User-centric identity was a distinct improvement, 
but the fundamental limitation of all federated iden-
tity solutions is that the identity provider(s) is at the 
center. There is no federation that can serve every-
one everywhere, and every federation is constrained 
by the security and privacy policies its identity pro-
vider(s) can support. For example, Facebook identi-
ty users cannot use their credentials to log into their 
bank account. Furthermore, identities are not portable 
outside of the federation, so there is a degree of user 
lock-in to a federation that stands in stark contrast to 
the natural portability of the identity credentials we 
carry in our wallets to prove our identity every day in 
the real world.

Fast forward 10 years. Blockchain and distributed ledger 
technology (DLT) exploded on the scene, powered entirely by 
cryptographic algorithms and distributed computing. Quickly it 
became clear that ordinary developers and applications could 
take advantage of the same cryptographic libraries needed for 
blockchain transactions to issue and verify digital credentials. More 
importantly, since every transaction on a blockchain was digitally 
signed and verified by the blockchain itself, it also became clear 
that distributed ledgers could be used as a highly decentralized but 
potentially very secure mechanism for publishing and verifying the 
public keys needed to secure transactions off-chain.

This approach could not only solve the problem of how to 
decentralize conventional public key infrastructure (PKI), but 
how to keep the issuance and presentation of verifiable digital 
credentials private by exchanging them entirely off-chain, and 
only using public blockchains for discovery and public key ver-
ification.

Recently, a new identity model known as decentralized 
identity — popularly called “self-sovereign identity” (SSI) — has 
emerged. It is important to note that the definition of self-sov-
ereign identity (SSI) is still a work in progress in the industry. 
In principle, SSI enables individuals to “control” their identities 
(note that the topic of “data ownership” is still highly conten-
tious). SSI provides the means for users to control personal 
information flow during digital interactions. In effect, SSI adds 
security controls to enable entities to agree on the nature and 
context of shared information for an online interaction. In this 
regard, SSI strives toward enabling user control over their identi-
ties and related information. 

This objective is best achieved through the use of decentral-
ized identity infrastructure such as DLT. In this model, individ-
uals (or other entities including organizations and things) can 
utilize DLT-based identifiers to present claims relating to those 
identifiers without the need for a centralized identity provider. 
The SSI model enables the identity holder to be “sovereign” 
over their own digital wallet and digital credentials even though 
the identity holder is still required to obtain any except “self-is-
sued” credentials from third-party issuers who have the trust of 
relying parties.

Examples of Early POCs/Pilots
Decentralized identity efforts have matured beyond architec-
tures and early standards — we are now seeing advanced proof 
of concept projects spanning many public agencies and private 

industries. As one might expect, these are appearing in areas 
where centralized and federated identity approaches are not 
meeting the needs of the participants, particularly in use cases 
requiring improved agency and greater mobility of individuals, 
more efficient and secure onboarding (KYC) of under-served 
populations, and business process automation challenges in the 
reach of conventional federations.

In this section we provide a small sample of SSI-based proj-
ects in the marketplace. It is not intended to be comprehensive 
or complete, merely exemplary of the market activity that is 
developing.

ID2020
This initiative was formed in 2017 to address the digital identity 
needs of the 1.1 billion people in the world without legally rec-
ognized identities. It has started a grant fund, advisory services, 
and certification programs for ethical approaches to digital 
identity. One of its first efforts, undertaken in partnership with 
iRespond and the International Rescue Committee, is offering 
a decentralized identity platform to the approximately 35,000 
externally displaced residents of the Mae La Camp in Thailand. 
[10] Through their digital identities, participants will be able to 
not only access improved healthcare services but also securely 
store educational and professional credentials. 

Uport
Uport [11] is a self-sovereign identity solution that is built on 
top of the Ethereum blockchain. The uPort solution is com-
posed of the following components: a) smart contracts, b) 
developer libraries, and c) a mobile application. In this solution, 
users’ private keys are held in the mobile application. Smart 
contracts are used to support core identity services including 
cryptographic key and credential recovery in the event the user 
wallet is lost. Third-party developers use Uport libraries to inte-
grate with the system. Several relying parties including the city 
of Zug in Switzerland accept uPort identity services to digitally 
sign and verify the authenticity of a claim.

Sovrin Foundation
Founded in September 2016, the Sovrin Foundation is a 
non-profit governance authority for a global public ledger for 
SSI based on open standards and open-source technology. The 
code for the Sovrin ledger is available through the Hyperledger 
Indy Project [12] and licensed under Apache 2.0. As a public 

Figure 1. The Venn of federated identity: a comparison of technologies 
circa 2008.
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permissioned ledger, the Sovrin Network is operated by over 
70 steward organizations around the world and governed by a 
community-developed governance framework. [13]

CULedger
CULedger is a global consortium created by the credit union 
industry to harness blockchain technology for the benefit of 
credit union members worldwide. [14] Its initial focus is the 
development of a verifiable credential that can be issued by any 
credit union or financial cooperative worldwide to any mem-
ber who qualifies for credit union membership by fulfilling the 
necessary KYC requirements. This credential is currently in early 
production by several credit unions in the United States, and 
distribution is expected to scale steadily throughout the next 
several years.

Decentralized Identity Challenges 
While interest in decentralized identity has exploded over the 
last few years, the path it needs to trod has been shaped by 
decades of lessons learned. Significant work lies ahead to make 
decentralized identity a reality. 

The first and most obvious focus area is standards. The 
fundamental elements of this emerging technology stack are 
already coming into place: The Verifiable Credentials Data 
Model 1.0 specification [7] was released as a W3C Recommen-
dation in November 2019, while the Decentralized Identifier 
Data Model [5] is in draft phase. Additional standards and pro-
tocols to ensure interoperability and portability throughout the 
SSI stack are being incubated in the W3C Credentials Commu-
nity Group, the Decentralized Identity Foundation, the Hyper-
ledger project, the Rebooting the Web of Trust conference 
[15], and other communities. 

There are also other important artifacts to be built as proto-
type implementations emerge, such as guidance and tools for 
addressing security and privacy concerns in different deploy-
ment types. Another concern is stronger recommendations and 
best practices to address the full user life cycle, including loss 
of control over identifiers, keys, or digital wallets. Finally, the 
use of blockchains in identity solutions introduce the concern 
of permanence of the data, which could theoretically run afoul 
of privacy requirements such as GDPR’s “the right to be forgot-
ten.” The solutions needed here are not just technical — such 
as not storing personally identifiable information on-chain — but 
also legal and regulatory.

Legacy identity architectures have enabled a steady pace of 
data breaches and corresponding asymmetry of control. The 
emerging standards and architectures described in this Special 
Issue propose to shift this balance by placing the user in control 
of their data. As the authors assert in “Improved Identity Man-
agement with Verifiable Credentials and FIDO,” decentralized 
identity architectures built around verifiable credentials promise 
to ensure the user is central to exchange of identity data.

Many decentralized identity architectures discussed in this 
issue rely on blockchains for their decentralized, tamper-evi-
dent, “trustless” properties. “Blockchain Research beyond Cryp-
tocurrencies” and “The Trust over IP Stack” demonstrate the 
role blockchains can play in enabling global, scalable, decen-
tralized identity management schemes. The article “Zero-Knowl-
edge Proofs Do Not Solve the Privacy-Trust Problem of 
Attribute-Based Credentials: What if Alice Is Evil?” considers 
the use of zero-knowledge proofs for enhancing security and 
privacy.

The success of these new architectures requires usable 
privacy controls. The concern of shifting the burden to users 
is that it could exacerbate privacy problems or result in unus-
able systems. Further, the question of “who can I trust?” can 

become more complicated with decentralized architectures.”-
Data Cooperatives: Toward a Foundation for Decentralized 
Personal Data Management” proposes organizational struc-
tures to address some of these concerns, while “Federated 
Authorization over Access to Personal Data for Decentralized 
Identity Management” describes how user managed access 
architecture and protocols can be used to enable scalable 
and usable access authorization. In addition, the article “Using 
Biometrics to Fight Credential Fraud” considers methods for 
increasing trust in used credentials. Lastly, “The Trust over 
IP Stack” proposes ways to bootstrap existing and new trust 
frameworks to enable even more secure and broad-reaching 
trust networks.

Another important theme in this article is that technology 
alone is not sufficient. The article “Beyond Consent: A Right-
to-Use Licensing Agreement for Mutual Agency” takes on the 
limitations of our current notion of user consent, and proposes 
a taxonomy that is both more usable and adaptable to legal 
constructs.

An implicit theme of all the articles is the importance of 
standards and interoperability. Accordingly, many techniques/
solutions described in this issue are complementary elements 
of improved identity management systems. For example, a 
complete solution could employ FIDO standards for secure, 
usable authentication along with verifiable credentials and 
decentralized identifiers for enabling least privilege authoriza-
tion schemes.

Conclusions
The purpose of this Special Issue has been to engage and 
explore with the identity community to understand the sta-
tus, acceptability, and adoption of decentralized identity as it 
emerges in the marketplace. The community responded; there 
was a great deal of interest in contributing to our shared under-
standing of this promising technology. Compounding this inter-
est are the growing requirements of new regulations regarding 
privacy, data security and data portability — areas where decen-
tralized identity models may have particular advantages. The 
challenge now is to find appropriate business and integration 
models for combining this new approach to digital identity with 
the large installed base of traditional centralized and federated 
identity systems.
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