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1- Executive Summary

[1] U.S. Senator Crapo, Mike. (2018, October 11). Crapo Statement at Hearing on Cryptocurrency. 

https://www.banking.senate.gov/imo/media/doc/Crapo%20Statement%2010-11-18.pdf
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Despite a meteoric rise in both the public interest and popularity of 

both cryptocurrencies and blockchain technology in recent years, there 

is a very limited understanding on both how this technology works and 

its broader societal impact. 

Most importantly, as evidenced by the discussion held on October 11, 

2018 at the U.S. Senate Banking Committee’s Hearing on “Exploring the 

Cryptocurrency and Blockchain Ecosystem”, this lack of understanding 

extends to regulators, policy makers, and politicians. As U.S. Senator 

Mike Crapo (Chairman of the Committee) mentioned in his remarks: ‘in 
order to move forward in a productive way and give these innovations 
the room to flourish and develop in a safe and sound way, we need to 
sort through the static and better understand what exactly are the 
opportunities and challenges facing this ecosystem.’1

This Policy Analysis Exercise is precisely a response to the above 

comment. It begins by explaining what distributed ledger technology is, 

continues by introducing a framework that describes the main 

regulatory challenges, and concludes by presenting a series of high-

level guidelines for regulators to follow if they wish to accomplish the 

dual goal of protecting consumers while enhancing blockchain-based 

innovation. 

Lastly, a recommendation for the creation of a new corporate vehicle 

known as the E-Corporation is made as a way to provide clarity for 

innovators on how best to structure their blockchain-based startups so 

that they: (1) operate within the confinement of the law, (2) 

preemptively address several of the challenges that come with 

distributed ledger technology, and (3) give consumers and users 

increased confidence and trust moving forward. 

EXECUTIVE SUMMARY



[2] De Filippi, P., Wright, A. (2018, April 9). Blockchain and the Law: The Rule of Code. 
[3] Werbach, Kevin. (2018, November). The Blockchain and the New Architecture of Trust. 6

2.1 Background

When the Internet first emerged, it was 
perceived by many to be a decentralized 

network of information. However, as it 
matured, it became increasingly regulated 

rather than a place where ‘legal concepts of 
property, expression, identity, movement, 
and context [would] not apply.’2 While the 

United States allowed the Internet to grow 
with little to no regulation around it, other 

countries took different approaches 
throughout the years. The European Union, 
for instance, recently became much more 

stringent on user privacy and data collection 
by foreign entities; while other countries, like 

China, developed national firewalls earlier on
to control access to information.

In many ways, the recent rise of blockchain 
technology has not been too dissimilar from 

the emergence of the Internet in the 1980s
and 1990s. The added challenge, however, is 
that regulators are no longer dealing simply 

with a decentralized and borderless way to 
share information – they are dealing with a 

technology that, through peer-to-peer 
networks and cryptography, has the ability to 
create highly tamper-proof global databases 

that simultaneously provide people with new 
contractual and financial tools such as smart 
contracts and cryptocurrencies. As promising 
as this technology can be, there is no doubt 
that its continued adoption could undermine 

a government’s authority, disrupt financial 
markets, replace key societal functions, and 

even support forms of unlawful activity3.

Prior to exploring possible avenues for

blockchain regulation, it is imperative that 
readers (and policy-makers alike) first 
understand bitcoin’s origin, how blockchain 

technology works, and what the current 
regulatory issues are in the space. This 

section of this Policy Analysis Exercise aims 
to do just that before presenting a few policy 
recommendations / guiding principles for 

regulators to use moving forward. 

2.2 Bitcoin and the origin of blockchain 
technology

Proposals for digital currencies began to 
emerge as early as the creation of the 

Internet itself. In their simplest form, they are 
just a series of bits stored in the memory of a 
machine. However, because they do not have 

a physical instantiation (much like any paper 
bills or metal coins), they rely on a central 

body to resolve a key issue known as the 
double-spend problem. 

When you use your debit card to buy a good, 
for example, the merchant that sells you the 

good is confident that they will receive the 
funds because the bank is validating whether 
or not you actually have the money in your 

account; and as soon as you approve that 
transaction, the bank withholds that amount 

from your chequing account to ensure you do 
not immediately purchase something else 
with funds you do not have. Without this 

central clearinghouse / record-keeper, 
anyone in possession of a unit of a digital 

currency could potentially have the ability to
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[4] Nakamoto, Satoshi. (2009, January 3). Bitcoin: A Peer-to-Peer Electronic Cash System. https://bitcoin.org/bitcoin.pdf
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simultaneously make two financial 

transactions, thus creating a double-spend 

problem. 

In 2009, an anonymous person (or group of 

people) under the name of Satoshi 

Nakamoto introduced a solution to the 

double-spend problem that did not rely on an 

intermediary (i.e., a centralized clearing 

house / central bank). This decentralized 

digital currency, named Bitcoin, was launched 

with the publication of a 9-page White Paper
called Bitcoin: A Peer-to-Peer Electronic Cash 
System4

. With its inception, Bitcoin became 

the first blockchain – a growing list of 

records, called blocks, which are linked using 

cryptography (hence the name 

cryptocurrency). 

The way Bitcoin works is that users can 

‘open’ an anonymous account or wallet, and 

consequently send or receive bitcoin to other 

users in the network. Much like e-mail, users 

only need an address to send or receive 

money, and the validity of each transaction is 

verified by peer-reviewers known as miners. 

These so-called miners are essentially 

running Bitcoin’s protocol in their computers 

(referred to as nodes) to both determine if an 

account requesting to transfer bitcoin does 

indeed have those funds, and ultimately 

deciding whether that transaction should be 

approved and recorded to the Bitcoin 

blockchain or not. 

To borrow a metaphor introduced by 

Primavera de Fillipi and Aaron Wright in their 

2018 book Blockchain and the Law, the 

Bitcoin blockchain can be thought of as a 

tamper-resistant “book” with identical copies

stored across the globe. Instead of having 

pages, this book is comprised of blocks which 

contain all of the previous transactions that 

have taken place in the network. Anyone can 

add new content – or blocks containing new 

transactions – to the book, but before the 

new book gets published it must go through 

a peer-review process to ensure that the 

content is true (much like how an academic 

journal undergoes a peer-review process 

prior to publishing). This peer-review process 

is known as “proof-of-work”. 

Proof-of-work was designed by Nakamoto as 

a way to protect the integrity of the data 

stored in the blockchain, making it 

intentionally difficult to add, modify, or 

delete information. To store new 

information, for example, at least 51% of the 

miners need to ensure that all proposed 

transactions are valid based on the current 

account balances associated with each 

address in the blockchain. For this reason, 

the sequencing of the blocks matters. 

Expanding on the book metaphor, page 

numbers need to be continuous and in 

increasing order, otherwise some parts of the 

plot / story would not make sense if they 

were out of order. 

Unlike a book, however, Bitcoin’s blocks are 

not sorted by simple page numbers. They are 

sorted by a hash – which functions like a 

unique fingerprint. Each hash is entirely

unique to each block and is generated using a 

standard cryptographic hashing function. If a 

miner, for instance attempts to retroactively 

modify a transaction in a previous block in 

the blockchain, that block would be given a 

new hash. This hash matters greatly because 
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miners can only verify transactions if they 
agree on what the hash of the last block in 
the chain is, the hash of the new block being 
validated, and the timestamps associated 
with the transactions contained in the new 
block. As long as 51% of the network 
achieves consensus – that is agrees on what 
the valid transactions are (and their 
corresponding hashes) – can a block be 
added to the blockchain. Through this 
consensus based proof-of-work mechanism, 
Nakamoto managed to keep the Bitcoin 
ledger highly resilient and tamper-resistant 
(barring a miner controlling 51% of the 
computational power in the network – at 
which point they could begin to re-write the 
transactions in the blockchain). 

Finally, while there are many additional 
technicalities about Bitcoin that could and 
should be explained, only one additional 
feature of Bitcoin needs to be understood 
given its policy implications: Bitcoin’s limited 
supply of bitcoins. Nakamoto’s White Paper
was released in the midst of the financial 
crisis – and on a day in which the Federal 
Reserve was about to bail out several 
financial institutions. This collapse in trust 
(especially in centralized financial 
institutions) was likely a big contributor to 
Bitcoin’s early adoption. Moreover, many of 
the early users, miners, and developers of 
the Bitcoin network were of the opinion that 
the Government was ‘stealing’ from its 
citizens via inflation. As a result, the Bitcoin 
network launched in 2009 with a stipulated 
finite amount of bitcoins (21 million). This 
type of monetary policy is thus reminiscent 
of the gold standard (given the finite amount 
of gold available for mining on Earth).

By contrast, with fiat currency, a government 
can decide to print additional money. With 
Bitcoin, because there is a limited supply, 
unless the protocol changes, the only way for 
bitcoins to be ‘released’ into the network is 
by mining them. Mining is the proof-of-work
process that was described earlier, and it 
serves as an incentive for people to engage in 
the peer-review process – as miners are 
rewarded with a fraction of a bitcoin that is 
proportional to the amount of computational 
power they dedicated towards validating the 
transactions included in the last block. 

Through the creation of Bitcoin, Nakamoto 
managed to solve the double-spend problem 
without relying in a centralized clearing-
house. He did this through a distributed trust 
system based on protocols and peer-to-peer 
participation. However, despite its 
innovation, Bitcoin still has many 
shortcomings – which has paved the way for 
further evolutions and use cases of the 
technology, such as Ethereum. 

2.3 Ethereum and the evolution of 
distributed ledger technology

Much like Bitcoin, Ethereum is another peer-
to-peer decentralized network; however, 
while the Ethereum blockchain uses a similar 
proof-of-work mechanism, it was designed to 
be much more than just a way to make 
payments. Ethereum’s key differentiator is its 
ability to run smart contracts through the 
Ethereum Virtual Machine (EVM), a 
decentralized virtual machine that essentially 
allows individuals to program (via its own 
Turing-complete programming language 
known as Solidity) automatic responses to 
specific inputs (“if this… then that.”). For 
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Ethereum a currency because the token has 
utility value: paying for ‘gas’, essentially what 
powers the transactions known as smart 
contracts.

Ethereum has opened a world of possibilities 
when it comes to distributed ledger 
technology, leading many to even call it the 
Internet 2.0 or the Internet of the Future –
fulfilling the Internet’s original dream of 
running in a decentralized manner. From 
serious use-cases such as distributed cloud-
storage (which can allow websites and 
information to be co-hosted across hundreds 
of different locations) to cryptokitties 
(literally digital collectible cats), the spectrum 
for innovation is quite wide-ranging. 

2.4 Distributed Ledger Technology Within 
the Context of the Internet

In order to understand the plentiful and 
complex regulatory problems introduced by 
distributed ledger technology, it is useful to 
know where it is that Blockchain fits within 
the various ‘layers’ of the Internet. The 
diagram on the following page is an 
illustration of how De Fillipi and Wright see it 
(fitting right in between the ‘Transport’ layer 
and the ‘Application’ layer of the Internet).2

In other words, it is both a part of what 
others call the ‘Logical’ layer (think of it as 
the back-end) and the ‘Economic and 
Societal’ layer (think of it as the front-end) 
part of the Internet. This poses a unique 
challenge, because regulators must 
understand the technology itself much more 
if they wish to regulate – as regulating just 
the ‘application’ or ‘economic and societal’ 
layers might be insufficient. 

example, these smart contracts are capable 
of transferring physical and digital assets5

(like the deeds to a real estate property) in 
exchange for tokens (i.e., ether, Ethereum’s 
native token, which has been labelled by the 
U.S. Securities and Exchange Commission 
(SEC) as a currency). 

Several other distinguishing factors of 
Ethereum, compared to Bitcoin, are that it 
serves more like an open-ended platform and 
it has both an identifiable founder and entire 
foundation behind it. These two factors are 
important differentiators because it means 
that the Governance structure is not as 
decentralized as with Bitcoin, and anyone can 
build blockchain based applications with 
different use-cases on top of it – creating 
many additional questions for regulators and 
policy-makers. 

The Ethereum White Paper6 was released in 
late 2013, after Bitcoin had enjoyed a few 
years of rising popularity and people had 
become familiar with its underlying 
technology and shortcomings (i.e., a slow
and expensive network for digital payments). 
What many call a distributed computer, 
began development in 2014 through a Swiss 
Foundation headed by its founder, Vitalik 
Buterin. While Vitalik was the recipient of the 
$100,000 Thiel Fellowship, the majority of 
the foundations budget came through the 
then-novel approach now known as an initial 
coin offering – essentially the selling of pre-
operational tokens to raise funds. While 
many believe that these initial coin offerings 
pass the “Howey Test” – legal precedent in 
the United States which dictates what is a 
security and what isn’t – the SEC has labelled

INTRODUCTION
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Governance bodies on the following page 
(especially those like safety and law 
enforcement agencies) know how it is that 
blockchain’s four key use-cases (smart 
contracts, securities, record-keeping, and 
digital currency) impact them.7

Finally, it is important to note that because it 
is easier to understand blockchain at the 
application layer, most of the regulatory 
discussion on distributed ledger technology 
has centered on the applications. However, 
regulators must also dive into challenges in 
other layers if they wish to fully minimize the 
downsides and risks that come with 
distributed layer technology. 

As seen by the above diagram, it is no 
surprise that some see the blockchain as the 
Internet 2.0. When it comes to Governance, 
it thus makes sense that those Governance 
actors that play a role in the upkeep and 
maintenance of the Internet also play a role 
in blockchain Governance (especially when it 
comes to international standards). 

The following page shows a diagram for all of 
the main Governance actors across the main 
layers of the Internet. A similar diagram – but 
for blockchain – ought to be similarly created 
once the regulatory and Governance 
landscape begins to get clarified. For now, it 
might suffice to have the various



[8] Internet Corporation for Assigned Names and Numbers. (2019). The Three Layers of Digital Governance. 
https://www.icann.org/news/multimedia/1563 11
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3- The Policy Challenges of 
Distributed Ledger Technology
While there are many challenges with distributed ledger technology that are known and also 
unknown at this point in time, this paper attempts to summarize the ten largest ones into four 
different categories mapped back to the timeline of bringing a specific distributed-ledger use-
case to market. 

While not every blockchain project will face all of these challenges (i.e., an established 
corporation like a bank might launch a commissioned (or private) blockchain that does not 
involve a cryptocurrency, White Paper, or initial coin offering), this framework highlights the 10 
largest issues for a new blockchain-based startup that incorporates most of the elements and 
features that we see in today’s public blockchain ecosystems (i.e., decentralized development 
team, tokens, mining, etc.). This framework is not intended to be a map for new blockchain 
projects, but rather a tool regulators can use to frame regulatory questions and analyze issues 
associated with distributed ledger technology. The below categories and sub-points are 
elaborated in more detail within this section of the paper. 

POLICY CHALLENGES

Founding of the 
startup

Development of 
the technology

Go-to market Long-term 
adoption

§ Defining the ideal 
corporate 
structure

§ Clarifying 
applicable laws 
and regulations 
based on 
blockchain’s four 
key use-cases

§ Writing a White 
Paper and 
launching an 
initial coin offering

§ Managing the 
Governance of an 
open-source and 
decentralized 
project

§ Preventing illicit 
activities from 
happening

§ Ensuring data 
privacy / integrity

§ Resolving bugs 
and technological 
issues

§ Embracing 
standardization of 
protocols and 
other industry 
standards

§ Impeding 
monopoly risk / 
market 
concentration

§ Addressing 
environmental 
sustainability

1

2

3

4

5

6

7

8

9

10

The main policy challenges of distributed ledger projects:
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altruistic purpose, the founders have a direct

or indirect conflict of interest if they are large 

token-holders themselves – which violates 

the terms of a stiftungen, and (3) the terms 

of the foundation can’t be altered until after 

10 years – locking in the funds exclusively 

towards the use of that initial purpose.

Most importantly, however, this popular legal 

structure introduces a conflict of interest 

across the stakeholders (i.e., founders, 

developers, miners, users, etc.) that could be 

prevented via a different corporate vehicle 

and clearer articles of incorporation. When 

conflict arises, the articles of incorporation 

should provide guidance as to how to 

mediate conflict, who represents the 

interests of the various stakeholders, and 

how to maintain the long-term focus on the 

mission / vision of the startup. Without this 

clarity, lack of accountability can emerge, 

and/or dangerous precedents could be set. 

3.2 Clarifying applicable laws and 
regulations based on blockchain’s four key 
use-cases

If we take the example of how Financial 

Institutions are typically regulated, there are 

four different choice architectures that can be 

followed when it comes to regulation9:

I. Regulate Certain Types of Institutions. 
Some firms become subject to federal 

regulation when they obtain a particular 

business charter (i.e., a bank charter), and 

several federal agencies thus regulate 

only that single class of institution. 

II. Regulate a Particular Market. Some

3.1 Defining the ideal Corporate Structure

As it stands, different distributed ledger 

projects have played with various corporate 

structures as a way to reduce liability on the 

part of the founders, align incentives across 

stakeholders, and/or reduce the amount of 

reporting that is required – including tax 

requirements. 

In the case of Bitcoin, for instance, although 

there is a Bitcoin Foundation with the 

mission of promoting the protocol, there is 

no official corporation behind it – largely 

because the founder(s) has remained 

anonymous. Most of the key developers are 

therefore paid by third parties who have an 

interest in the technology. These third parties 

can be anything from the MIT Digital 

Currency Initiative to the venture-backed 

startup Blockstream or the self-funded 

ChainCode Labs2. 

Ethereum’s corporate structure differs from 

Bitcoin as it follows the Swiss non-profit 

foundation model known as ‘Stiftungen’. The 

question, however, is whether this corporate 

model is the right one or not – as it certainly 

has become the more popular vehicle 

amongst innovators in the space, especially if 

one seeks to conduct an initial coin offering. 

The author of this paper, via conversations 

with pioneers at industry events, has come to 

the opinion that the Swiss non-profit 

foundation model is problematic for several 

reasons, including: (1) the main reason for 

the foundation vehicle is to avoid banking 

regulation and have a more favourable tax 

structure, (2) even if the foundation has an
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Crimes Enforcement Network (FinCEN) as 

money. This has led to difficulties

in court cases, where judges don’t know 

which definition to operate under.
10

Beyond 

agreement on a definition, clarity for the sake 

of determining jurisdiction is important 

moving forward. Below are a couple of 

additional conflicts under the existing 

regulatory architecture based on blockchain’s 

four activities: (1) smart contracts, (2) 

securities, (3) record-keeping, and (4) digital 

currencies.

Not so ‘Smart Contracts’
As was described earlier, smart contracts
help individuals exchange money, property, 

shares, or anything of value via the 

blockchain (meaning in a fully transparent 

way that does not rely in a middleman). 

However, as Harvard Computer Science 

Professor James Mickens says, the problem 

with smart contracts is that they aren’t smart 

at all and currently have a lot of flaws that 

could result in money and/or assets being 

lost forever. 

In a recent MIT Technology Review article
11

, 

Ilya Sergey, a computer scientist at University 

College London, explained that 34,000 of the 

1 million smart contracts he and his 

colleagues analyzed were flagged as 

vulnerable. As previously mentioned, this 

could result in significant financial losses – as 

was the case with the ‘DAO hack’, which 

resulted in $50 million in stolen funds in 2016 

and $150 million becoming inaccessible to 

users of the wallet service Parity because of a 

‘bug’ in the code.
12

markets become subject to federal 

regulation when they enable specific 

transactions and/or markets from taking 

place (i.e., SEC regulating Exchanges such 

as the New York Stock Exchange (NYSE)).

III. Regulate a Particular Activity. Some 

financial activities are subject to federal 

regulation regardless of who engages or 

hosts the transactions / activities taking 

place (i.e., the Consumer Financial 

Protection Bureau (CFPB) regulates 

certain classes of loans regardless of 

whether the issuer is a bank or nonbank). 

IV. Regulate for Systemic Risk. While 

regulators might assess individual risks, 

systemic risk takes place when the sum of 

those risks produces systemic instability. 

For this reason, agencies such as the 

Financial Stability Oversight Council 

(FSOC) assume a coordination role 

amongst the regulatory agencies. 

The United States has historically regulated 

on the basis of institution-type / industry – as 

opposed to ‘activity’ (which is the case with 

Europe). This framework for regulation is one 

of the reasons for why the rise of distributed 

ledgers as an ‘activity’ have raised diverging 

opinions across the different regulators on 

how to move forward. 

For instance, in the case of blockchain 

technology as a digital currency, the Internal 

Revenue Service (IRS) views it as property, 

Commodity Futures Trading Commission 

(CFTC) as a commodity, and the Financial 

POLICY CHALLENGES
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Furthermore, vulnerability to attacks aside,
the irreversability nature of these automated 
contracts means that there is no way to 
correct any mistakes and/or enforce any kind 
of wrongdoing. For instance, if you get 
accidentally charged the wrong amount, or 
double charged using your credit card, you 
can go through an appeal process with your 
credit card issuer, and in the worst of cases 
use lawyers via a judicial process to correct 
the wrongdoing. In a system that is 
decentralized and irreversible, who do you go 
to to resolve the issue and enforce a solution 
(as was the case in the DAO Hack)?15

Utility Tokens vs. Securities
In order for something to be deemed a 
‘security’ in the United States, it must pass 
the Supreme Court’s ‘Howey Test’. The test 
deems something a security if, and only if, 
the ‘investment contract’ under question 
meets the following four requirements: (1) 
the investment of money in (2) a common 
enterprise with (3) an expectation of profit 
and (4) through the efforts of the promoter. 

To incentivize participation in the network, 
the majority of the decentralized ledger 
projects have created ‘tokens’ as a way to 
pay those who keep the network running 
(i.e., miners, developers, users). Many of 
these tokens are what have been coined 
‘cryptocurrencies’ (i.e., ether) and are 
considered currencies by several government 
agencies; however, the SEC has also labelled 
many tokens as securities (especially those 
launched via initial coin offerings and don’t 
have a clear ‘use’ case as a ‘utility token’). 

This security label comes accompanied with 
many regulatory requirements, such as: 
Know Your Customer (KYC), Anti-Money 
Laundering (AML), and a need to record all 
sale/purchase transactions for the purpose of 
declaring capital gains tax with the Internal 
Revenue Service (IRS).16 While this regulatory 
complexity can possibly pose a challenge to 
the future development of blockchain 
projects, it can prevent downside risks such 
as the many scams associated with more 
recent initial coin offerings.17 One thing is 
clear, however, agreement on one 
classification for each token across regulatory 
bodies is absolutely necessary moving 
forward.

Immutability in Record-keeping 
While one of the biggest features and value 
propositions of distributed ledgers is that of 
immutability (the fact that once something is 
recorded on the blockchain it can never be 
undone) this same value proposition raises 
an interesting policy question: 

What information should we allow and not 
allow to be stored in distributed ledgers? 

Is there specific data we would never want to 
see stored in a blockchain (i.e., criminal 
records, medical records, etc.)? To perhaps 
illustrate how immutability can be so 
problematic, someone uploaded Child 
Pornography on February 4, 2019 to the 
Bitcoin Satoshi’s Vision (BSV) Protocol shortly 
after users were first allowed to store images 
on the chain18. This event has generated 
increased discussion amongst the BSV
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community around curation of content and 
thus what type of data should be permissible 
and likewise banned in distributed ledgers.

Digital currency vs. Fiat currency
The first distributed ledger, Bitcoin, was 
intended as a digital currency. Since then, 
many digital currencies (known as 
cryptocurrencies) have been created with the 
goal of eventually supplanting fiat currency. 
Even if none of these cryptocurrencies 
replace fiat currency entirely, we can expect a 
myriad of issues to arise if they continue to 
grow in usage. Some of these issues include 
wealth concentration (i.e,. what the crypto 
community refers to as ‘whales’), and price 
manipulation (i.e., via insider trading / ‘pump 
and dump’ schemes, etc.).

To illustrate these issues, it’s worth noting 
that roughly 1,000 people today own around 
40% of all bitcoins in circulation. For a 
decentralized system that is intended to 
democratize and distribute power, one ought 
to ask the question of whether this is truly 
happenning or not. Likewise, this level of 
wealth concentration, and the lack of 
regulation of some of the exchanges, has 
opened the gate for price manipulation via 
pump and dump schemes – where  ‘whales’ 
coordinate big purchases of tokens (driving 
the price up) and suddenly drop the assets 
back into the market (causing the price of the 
token to subsequently fall).19

If cryptocurrencies aim to be more widely 
adopted as a digital currency, these issues 
must be addressed. Furthermore, exchanges 
will have to be more stringent when it comes 

[19] Shen, Lucinda. (2017, December 8). 40% of the world’s bitcoins are held by just 1,000 people. 

https://www.businessinsider.com/40-percent-of-bitcoins-are-held-by-just-1000-people-2017-12
[20] Cointelegraph. (2019). What Is A White Paper And How To Write It. https://cointelegraph.com/ico-101/what-is-a-white-
paper-and-how-to-write-it#examples-of-successful-white-papers
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to adhering to existing rules and regulations 
such as Know Your Customer (KYC) and Anti-

money laundering (AML). 

3.3 Writing the White Paper and launching 
an initial coin offering

A White Paper is a document that includes a 
detailed description of a new product (in this 
case typically some kind of distributed 
ledger) that is intended to serve as the 
solution to a problem. While there are no set 
standards, White Papers are written to 
attract investors via the initial coin offering 

method and thus tend to include the 
following information / sections20:

- Introduction
- Disclaimer
- Table of Contents
- Description of the market and the problem
- Description of the product and how it’s 

going to solve the problem
- Tokens: how many, why, how, when, and 

so on
- How the raise funds are going to be used
- The team
- The roadmap

Because White Papers are used for raising 
capital, some have compared them to 
investment prospectuses; however, it is 
important to note that unlike prospectuses, 

White Papers are not formal legal documents 
that are filed with the SEC. As a result, the 
quality of White Papers varies tremendously 
and has opened the door to many scams, 
most typically by: (1) failing to identify who’s 
reponsible / accountable, (2) promising 
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things that might not be technically feasible 
today, (3) lying about the technical progress 
to date, and even (4) copy-pasting technical 
specifications from other White Papers. As 
the SEC has stated:

‘As they [ICOs] are currently operating, there 
is substantially less investor protection than 
in our traditional securities markets, with 
correspondingly greater opportunities for 
fraud and manipulation.’21

It should therefore not be surprising that the 
SEC, with one of its mandates being to 
‘protect investors’, has focused its blockchain 
regulatory efforts on restricting the use of 
initial coin offerings as a source of capital 
funding.22 Moving forward, the SEC could 
adopt official compliance guidelines for 
White Papers – bringing them more in line 
with a traditional investment prospectus.

3.4 Managing the Governance of an open-
source and decentralized project

As a startup moves from the idea phase to 
the building of the technology, many of the 
Governance issues that were hinted at during 
the earlier section on corporate structure 
begin to arise. It is therefore imperative to 
first take a look at how open-source and 
decentralized software projects are a 
challenge in and of themselves, before 
interpreting the challenges they may pose to 
regulators.

Take Bitcoin, for instance, and you have a

[21] Markovich, Sarit. (2018, February 2). New Cryptocurrencies, Same Old Problems. 
https://insight.kellogg.northwestern.edu/article/new-cryptocurrencies-same-old-problems
[22] Clayton, Jay. (2017, December 11). SEC Chairman’s Statement on Cryptocurrencies and Initial Coin Offerings. 
https://www.sec.gov/news/public-statement/statement-clayton-2017-12-11
[23] Tena, María. (2017, January 16). 7 Regulatory Challenges Facing Blockchain. https://www.bbva.com/en/7-regulatory-
challenges-facing-blockchain/
[24] Goldman, Daniel. (2009). Are we decentralized yet? https://arewedecentralizedyet.com
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distributed ledger that was founded by an 
anonymous person or group of people. The 
network is actively being maintained and 
upgraded by those who have a monetary 
incentive (i.e., miners, developers, etc.), but 
there is not a single entity in charge. This 
poses an accountability issue when 
something goes wrong. 

In our current legal system, for example, you 
typically interact / transact with individuals or 
corporations (who ultimately are comprised 
of individuals). This means that you can point 
to someone as responsible when something 
goes wrong. This is increasingly not the case 
with many distributed ledger projects. For 
decentralized open-source projects, are the 
founders (if you can identify them) 
responsible? The miners validating 
transactions? The anonymous users? The 
Board members of the Swiss foundation 
behind it (if any)? Who ultimately bears 
liability? These questions, as a result of a lack 
of a legal framework for blockchain, are key 
challenges with no clear answer today.23

Secondly, how does a decentralized open-
source entity make decisions? Is the answer 
collective decision-making based on mining 
power (i.e., proof-of-work) or token holdings 
(i.e., proof-of-stake)? What are the 
implications for Bitcoin, for instance, when 4 
mining companies in China control over 50% 
of the mining and thus voting power? Or in 
the case of Ethereum when the top 100 
accounts own 33% of all tokens in 
circulation?24

POLICY CHALLENGES



How decisions get made when conflict arises 

has already had big implications in the

blockchain industry. For example, on August 

1st, 2017, developers and miners disagreed 

over specific upgrades that were necessary 

for addressing Bitcoin’s scalability issue 

(more specifically Bitcoin’s block size). In a 

way, this was a discussion over Bitcoin’s long-

term vision (whether it was perceived more 

as a currency or asset moving forward). With 

no agreement in place, the network was split 

in two (known as a fork) leading to the 

creation of Bitcoin Cash.25

By contrast, even though Ethereum is 

similarly governed as a decentralized 

community, developers and miners alike are 

heavily influenced by the point of view of its 

founder, Vitalik Buterin, and other major 

players like ConsenSys. This influence was 

evident when they forked the network into 

Ethereum and Ethereum Classic as a way to 

deal with the DAO Hack. Did this create a 

precedent for dealing with conflict that is not 

written into any articles of incorporation? 

And most importantly, if a few players can 

hold this much informal authority, should 

they also hold some degree of liability? 

As evidenced by the previous two examples, 

questions around decision-making best 

practices for decentralized and open-source 

projects are still in the process of being 

answered. Kavita Jain, Director of Emerging 

Regulatory Issues at the Financial Industry 

Regulatory Authority summed it up nicely:

[25] O’Neal, Stephen. (2018, November 18). Bitcoin Cash Hard Fork Battle: Who Is Winning the Hash War. 
https://cointelegraph.com/news/bitcoin-cash-hard-fork-battle-who-is-winning-the-hash-war

[26] Devlin, F., & Guinan, P. (2017). BLOCKCHAIN: REVOLUTION, REGULATION, AND THE WAY FORWARD. The RMA Journal, 

100(1), 48-51. Retrieved from http://search.proquest.com.ezp-

prod1.hul.harvard.edu/docview/2043173141?accountid=11311

[27] Perley, Buck. (2017, October 27). Crypto-Governance and the Dangers of Faction.
https://medium.com/@BuckPerley/crypto-Governance-f1318affbbe0

[28] Ramey, Corinne. (2018, April 26). The Crypto Crime Wave Is Here. https://www.wsj.com/articles/the-crypto-crime-

wave-is-here-1524753366
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‘Governance is a very important topic… Who 

is the Governance body? Is it one entity or 

everyone? A consortium? A third party? How 

do they set up a code of conduct among the 

participants? What happens in the event of a 

conflict or a dispute? Who decides if an entry 

was made incorrectly? Who decides what the 

method is to rectify?’26

These are precisely the types of Governance 

questions that policy-makers must be asking 

as they consider regulation. As the industry 

continues to mature, regulators must think 

about how it is that they can influence future 

iterations and best-practices when it comes 

to Governance. And while focusing on 

influencing how to most efficiently make and 

execute a decision makes sense, regulators 

must not overlook the even harder question 

of ‘how do you determine what is the ‘right’ 

decision to execute in the first place.’27

3.5 Maintaining public safety and ensuring 
law adherance / enforcement

Safety and Law Enforcement are one of the 

least controversial elements of blockchain 

regulation and one of the most talked-about 

issues to-date. Since its inception, Bitcoin and 

other distributed ledger projects have been 

associated with illicit activities due to the 

perceived anonymity of transactions. From 

arms / drug-dealing, to white-collar scams, 

cryptocurrency-related crime has soared in 

recent years and law enforcement agencies 

have scrambled to keep up.28
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[29] Czarnecki, Jacek. (2017, April 26). Blockchains and Personal Data Protection Regulations Explained. 
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The challenges for law enforcement are not 
just applicable to local agencies, as 
international threats and violations have and 
are likely to continue to take place – such as 
funding of terrorist groups or nation-states 
trying to avoid international sanctions. To 
prevent these illicit activities from happening 
and maintain public safety, law enforcement 
agencies need to create blockchain focused 
units aimed at understanding how distributed 
ledger technology can be misused. Similarly, 
developers and innovators must give careful 
consideration to how their technology can be 
misused, informing law enforcement 
agencies of any possible misuses so that the 
law can be adhered to. 

3.6 Upholding Privacy

Because of the immutable nature of 
blockchain, upholding data privacy is a key 
challenge of public distributed ledgers. For 
instance, in the case of the European Union, 
the legislation that most governs the 
protection of personal data is the General 
Data Protection Regulation (GDPR), and using 
distributed ledgers raise questions, such as29:

- Who is the controller of personal data on 
the blockchain?

- What constitutes personal data in the 
blockchain context?

- How to realize the right to be forgotten?
- Who is liable for violations of the above 

requirements and obligations, since it is 
not possible to indicate the data 
controller?

As we can see, upholding data privacy 
becomes a key challenge. Earlier in this paper

we highlighted the example of someone 
uploading child pornography to the 
blockchain, and the content (in this case 
images) not being able to be removed – ever. 
It is issues like these ones that pose the 
question of how can blockchain projects 
preemptively address possible data privacy 
concerns.

3.7 Resolving Bugs and issues with existing 
technology

As tends to happen with many new 
technologies, bugs and other technological 
issues tend to arise that were not foreseen 
by developers throughout the planning and 
testing phases. In the case of distributed 
ledger technology, while there are many 
issues with the majority of blockcchain 
projects (i.e., network size, speed, etc.), two 
universal challenges are worth highlighting as 
some of the bigger downsides of the current 
design features of distributed ledger 
technology: (1) lost private-keys resulting in 
no more access to funds – in some cases 
millions of dollars worth of tokens, and (2) 
security flaws that can make blockchains 
vulnerable to hacks.

Lost private-keys
Today, lost-private keys are a big unresolved 
issue. While some exchanges that comply 
with AML and KYC rules have developed 
alternative ways of authenticating customers 
that do not rely on a private-key (i.e., much 
like regular online banking), more traditional 
wallets have resulted in many people losing 
access to their tokens if they lose their 
private key. With no official appeal 
mechanism / authority, there is no way to 
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retrieve lost funds when a private key is lost. 
While this had mostly been an issue amongst 
individual users, the recent death of Gerry 
Cotten – founder of the Canadian exchange 
QuadrigaCX – has resulted in ~$140 million 
worth of cryptocurrency to be inaccessible to 
users due to the founder allegedly being the 
only person with the private-key required to 
access their cold storage reserves. 

Security flaws resulting in hacks
For many, Bitcoin and other blockchain 
protocols are synonymous with hacks. You 
see headlines about hacks in the news all the 
time, but none is more famous than the 2014 
Mt. Gox Heist– when a hack of a Japanese 
exchange resulted in 740,000 bitcoins being 
stolen (which at the time was equivalent to 
~6% of all of the bitcoins in circulation)30. In a 
way, this attack is the reverse issue of the 
QuadrigaCX scenario. Extreme security might 
result in users not being able to access their 
own tokens, while authentication platforms 
and exchanges that ‘mask’ the use of these 
private-keys can result in possible hacks. 

But beyond these cybersecurity threats, 
there is a much bigger threat to distributed 
ledger projects: the possibility of a 51% 
attack. Given that blockchain works through 
a consensus mechanism that requires at least 
51% of the network to agree on all of the 
previous transactions in the ledger and thus 
the validity of the proposed transactions in 
the most recent block, there is a possibility 
for the whole system to go down if someone 
(or a group of people) are able to control at 
least 51% of the computational power 
required for mining. While this would be 
extremely hard and costly to do on the part 
of any individual actor, the question is not 

[30] Norry, Andrew. (2018, November 19). The History of the Mt Gox Hack: Bitcoin’s Biggest Heist. 
https://blockonomi.com/mt-gox-hack/ 20

out of the realm of possibility – especially as 
mining power gets increasingly concentrated 
in the hands of a few players and/or 
governments begin to participate in this 
consensus mechanism. Much like how Russia 
and the United States ‘arms-raced’ during the 
Cold-War, could there already be a 
computational power race taking place 
between China and the United States today?  

3.8 Embracing standardization of protocols 
and other industry standards

Similar to the development of the Internet in 
the 1980s, numerous blockchains aimed at 
the same mission have emerged in recent 
years – causing a real interoperability issue to 
surface. What happens if a merchant, for 
instance, wants to receive payment in one 
token but you are not a token-holder for that 
cryptocurrency? Do you have to always 
convert one token to another and pay fees 
for this transaction, or will interoperability 
arrive – allowing users to transact with one 
another across platforms? 

To use another metaphor, the current reality 
of blockchain is equivalent to users only 
being able to e-mail other users in that 
platform (i.e., hotmail to hotmail, yahoo to 
yahoo, etc.) and not across (i.e., hotmail to 
yahoo). The reason for why you can e-mail 
across platforms today is because these 
developers all embraced international 
standards and protocols. While this path 
towards standardization within distributed 
ledger projects has commenced, it is still far  
away from being the norm. 

The experts interviewed for this paper tend 
to agree that mass adoption of distributed
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ledger technology (specifically the 
cryptocurrency use-case) will only occur post-
standardization. As a result, regulators could 
play the role of convener and encourage the 
push for collaboration and adoption of 
international standards – much like it 
happened with the Internet and it takes place 
today with other technology protocols such 
as upgrading cellular mobile communications 
to a 5G network, etc.

3.9 Impeding monopoly risk / market 
concentration

As was hinted at earlier, distributed ledger 
projects run the risk (like many other 
industries) of power consolidating in the 
hands of a few actors. From mining power to 
token holding consolidation, the question of 
whether these protocols are truly 
decentralized is worth asking. To highlight 
this exact point / concern, websites like 
www.arewedecentralizedyet.com have 
emerged – showing how four or less actors 
control more than 50% of the mining or 
voting power for the top 10 largest 
cryptocurrencies31. 

As was discussed with the 51% attack threat 
earlier, this concentration of power poses a 
big risk to the integrity of each of these 
networks. Government regulators must 
therefore ask the question of whether they 
should play a role in maintaining the 
decentralized aspiration of these distributed 
ledger projects (much with how there are 
competition bureau who are tasked with 
preserving competition and breaking down 
monopolies that could harm consumers and 
bring about other negative externalities. 
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3.10 Addressing Environmental 
sustainability

Finally, a long-term sustainability issue for 
distributed ledger technology is addressing 
the ecological footprint that many of its 
protocols currently have. Many have seen 
headlines like ‘Bitcoin now consumes more 
energy than the entire country of Ireland or 
Argentina’. The reason for this electricity
consumption is because somebody has to
‘bear the cost’ of trust.1 In this case, the 
removal of fees associated with 
intermediaries means we now pay for this 
lack of trust via the proof-of-work
mechanism, which requires a huge amount 
of computational power and thus, electricity. 

While many new distributed ledger projects 
and upgrades to some of the original and 
more popular protocols have been aimed at 
precisely diminishing blockchain’s carbon 
footprint, this massive problem still remains 
unresolved. If distributed ledger technology 
aspires to be massly adopted, then real 
efforts at addressing the environmental 
impact must be made. For example, some 
startups are using their proof-of-work as a 
way to ‘outsource’ the mathematical 
transactions that corporations need to 
complete anyways – making the miners in 
their network dedicate their computational 
power to efforts that would have had to take 
place regardless (rather than pointless 
mathematical problems). Creative solutions 
like these should be promoted by regulators, 
who should also seriously consider how it is 
that they can regulate blockchain ‘mining’ as 
an industry (much like how other industries 
have to comply with environmental and 
sustainability laws).



[32] Zuckerman, Molly Jane. (2018, May 17). First New-York Based Crypto Trading Company Receives BitLicense. 
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4- A Case for Regulation
Today’s regulators and policy-makers face a 
difficult dilemma when it comes to regulating 
such a fast-changing environment like 
blockchain. Move too quickly and too harshly 
and you might stifle innovation, move too 
late and you might not actually be able to 
protect consumers and prevent any harm. 

This dilemma was experienced first-hand by 
the New York State Department of Financial 
Services (NYSDFS) when they created the 
Bitlicense – a regulation which defines virtual 
currency business activities and outlines 
consequent steps to ensure these startups 
adhere to the law. While well-intended in 
spirit, New York’s Bitlicense has been 
interpreted by many in the blockchain 
community as too complex, even resulting in 
what is now known as the Great Bit-Exodus 
(dozens of blockhain based startups moving 
out of New York).32 To illustrate how complex 
this regulation is, it’s sufficient to say that as 
of June 1, 2018, only five New York based 
companies had been awarded a BitLicense
(since 2015), and the application for the 
license consists of a 31-page form33.   

As was outlined in the Executive Summary, 
the goal of this Policy Analysis Exercise is not 
to create regulation for the sake of 
regulation, it is to rather simplify the 
understanding of the blockchain ecosystem 
and suggest a path forward that provides 
clarity for innovators to do just that –
innovate, while preserving the safety and

rights of end-users / consumers. Regulators 
must therefore take a similar approach and 
ensure that the output they produce is easy 
for innovators to understand and follow. 

While Bitcoin and other distributed ledger 
projects were born partly out of distrust in 
Government, the majority of the interviews 
that were conducted for this study with 
pioneers in the space identified a need for 
some kind of regulation when it comes to 
blockchain technology. In fact, most experts 
believed that, if done carefully, some level of 
regulation could actually incentivize and 
promote innovation in the field. This is the 
basis under which this Policy Analysis 
Exercise is being written: regulation as a 
promoter for innovation. 

The following two sections of this paper 
provide a series of high-level policy 
recommendations in an attempt to define 
what a favourable principles-based 
regulatory landscape could look like. This 
section, however, begins by exploring a few 
case-studies of the regulation of prior 
technologies – such as the Internet, e-mail, 
VoIP, and 5G – to illustrate what it is that 
worked well, did not work well, and thus 
what ought to be replicated and avoided. It is 
with this foundational understanding of the 
regulation and bringing to market of other 
technologies that we can then begin to think 
about specific recommendations for 
distributed ledger technology.
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4.1 The Internet 

When the Internet first emerged in the late 
1980s / early 1990s, few had an idea of its 
life-changing potential. Blockchain
technology has been deemed by many like 
the Internet 2.0. The comparisons go as far as 
comparing the 2018 collapse in 
cryptocurrency prices to the dot-com boom 
and bust in 1999. As a result, the Internet’s 
regulatory framework has been deemed by 
many to be the most-obvious case-study for 
us to learn from. Looking back at the 
regulation of a prior technology as the basis 
for regulating a new technology is not new; 
for example, ‘most of the proposals for 
Internet Regulation [were] the regulatory 
tools government applied to the telephone 
system during its period as a regulated, 
government-sanctioned monopoly.’34

In the late 1990s, the Internet was similarly 
seen as a technology that under-mined 
regulation through decentralization. 
Cyberactivists, like John Perry Barlow, even 
went as far as claiming that Governments 
‘have no sovereignty where we gather’ and 
do not ‘possess any methods of enforcement 
we have true reason to fear.’ But these 
visions of an unregulated and decentralized 
Internet did not last, as governments were 
able to impose their will on online activity. 
The reason for this is because ‘while the 
Internet is nowhere, the people and 
companies and systems that deliver Internet 
services are very much somewhere’. 
Essentially Governments managed to 
regulate by controlling access points.35

Similarly, as Jack Goldsmith and Tim Wu 
explain in their 2006 book ‘Who Controls the 
Internet’, China built the ‘Great Firewall’, 
geolocation technology allowed courts to
impose sanctions on activity taking place 
within their geographical jurisdiction, and 
efforts to circumvent legal regimes (i.e., P2P 
technology or online gambling services) were 
stopped. As Kevin Werbach points out, ‘the
Internet did represent something big and 
new, but the legal system was able to 
incorporate and adjust to it, as it did with 
every technology since at least the printing 
press.’1

This said, while law enforcement agencies 
partially managed to step in and patrol illicit 
activities, no official body became wholly 
responsible for regulation (in the U.S.). Today, 
for instance, the Federal Communications 
Commission (FCC) is largely seen as the 
regulatory leader for the Internet because of 
broadband’s classification as a 
telecommunications service; however, 
Congress creates laws that ultimately govern 
the Internet and delegate regulatory 
authority. Examples of such laws include bills 
on topics like net neutrality, surveillance, 
encryption, data / digital privacy, access / 
providers, etc.36

If blockchain regulation were to take a similar 
journey in the United States to the way in 
which the Internet became regulated, then 
no clear entity would own regulation for 
distributed ledger technology and Congress 
would pass bills likely addressing the 
challenges that have been identified in this
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paper. As we reflect on Internet Regulation 
and think about blockchain regulation 
moving forward, three key questions arise:

1. Who should regulate blockchain (i.e., 
Congress, or a designated body)?

2. Should regulators preemptively address 
issues or take a ‘wait and see’ approach? 

3. How can ‘access points’ of decentralized 
systems – such as exchanges – be 
regulated to prevent illicit activities? 

4.2 E-mail

E-mail as a technology is not precisely 
regulated. However, understanding its origin 
and journey is still relevant for distributed 
ledger technology comparisons for two 
reasons: (1) how it matured via a push for 
standardization, and (2) how a few specific 
use-cases have became the focus of attention 
for law enforcement agencies. 

E-mail first originated in the 1960s, but it 
wasn’t until the 1980s – when international 
protocol standards like the Simple Mail 
Transfer Protocol (SMTP) began to be 
adopted – that it took the form of what we 
now know as e-mail. For example, some early 
versions required that both sender and 
receiver be ‘online’ for the message to be 
succesful and/or would only allow messages 
between two users in the same platform. 
These standards essentially created 
interoperability, which is what today allows 
Yahoo! and Gmail users – for instance – to 
send and receive information to/from one 
another (even when internally those 
companies have their own non-standard 
protocols and proprietary systems). 

In distributed ledger technology, there is a 
similar need for interoperability – especially 
when it comes to blockchain projects that 
have an element of cryptocurrency / a token
to them. Some recent projects (like
Interledger) attempt to solve this exact
interoperability issue: creating a protocol for 
connecting blockchains37. Regulators should, 
much like with e-mail, play a role in pushing 
for standardization of protocols and 
interoperability, ultimately helping the 
industry grow and mature. 

Finally, another lesson that can be learned 
about the rise of e-mail technology is how 
law enforcement agencies have been able to 
not only identify new risks and security 
threats over the years, but actively tried to 
mitigate them. For instance, as e-mail 
became massly adopted, e-mail scams like 
sending malware, phishing attempts, and 
even financial fraud (to name a few) became 
an increasing problem. Law enforcement 
agencies, while slow in some cases, kept up 
with the pace of innovation and tried their 
best to both educate consumers on how to 
avoid falling victim to these scams, while also 
prosecuting those who initiated these illicit 
activities. 

In the case of distributed ledger technology, 
there have already been many instances of 
fraudulent and illicit activities taking place / 
being facilitated with the growing use of this 
technology. As a result, much like with          
e-mail, law enforcement agencies must keep 
up with the innovation and look to prevent 
harm while also prosecuting those who use 
the technology in a way that is not congruent 
with the law. 



[38] Wikipedia. (2019, March 25). Voice over IP. https://en.wikipedia.org/wiki/Voice_over_IP
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4.3 Voice over Internet Protocol (VoIP)

VoIP, also called IP telephony, allows the 
delivery of voice communications and 
multimedia sessions over the Internet rather
than the public switched telephone network 
(PSTN). Over the last few decades, VoIP has 
evolved from simply mirroring the legacy 
telephone network, to allowing for the 
dynamic interconnection between users on 
any two domains on the Internet when a user 
wishes to place a call (essentially a call via 
the Internet without the need for a switching 
center or traffic routing). 

Because the introduction of VoIP as a 
technology disrupts the business model of 
large telecommunications companies, the 
regulatory policy and thus receptiveness 
towards this technology has vastly differed by 
country. In the United States, for instance, 
the FCC requires all interconnected VoIP 
service providers to comply with 
requirements comparable to those for a 
traditional telecommunications company. By 
contrast, countries like India allow VoIP to be 
used but have banned both VoIP Gateways 
inside India and foreign based VoIP server 
services. Meanwhile, the European Union 
has not come up with a consistent view –
putting the onus for regulation on the 
discretion of each national regulator.38

In a way, this varied and inconsistent 
approach to regulating VoIP is similar to what 
we are experiencing with distributed ledger 
technology today – with Europe taking a firm 
stance on privacy, East Asia taking a friendly 
‘business first, regulation later’ approach, 
and China (and a few others) banning initial 
coin offerings, etc.39

In the case of the United States, companies 
using VoIP as a technology were asked to 
comply with the rules and regulations of a 
classic telecommunications company – which
imposed the FCC as their regulatory body. In 
a way, regulators looked to fit the technology 
into the existing ‘entity based’ regulatory 
model. Could this be done with distributed 
ledger technology? The author of this paper 
believes, that unlike VoIP, it’s not as easy to 
‘slot’ distributed ledger technology under the 
jurisdiction of an existing regulator. A 
different approach is therefore likely going to 
be necessary. 

4.4 5G Network

5G is expected to soon succeed 4G / LTE as 
the latest generation of cellular mobile 
communications. The development of this 
technology is worth looking into, not because 
of its regulation, but rather because of the 
way in which the International 
Telecommunication Union – a decentralized 
international body – has played a role in its 
development. 

The ITU (originally the International 
Telegraph Union) is a UN specialized agency 
responsible for issues that concern 
information and communication 
technologies. It includes 193 member states, 
and 800+ public and private sector 
companies, academic institutions, and 
international and regional 
telecommunications companies. 

This intergovernmental public-private 
partnership does many tasks, including: 
coordinating the shared global use of the 
radio spectrum, promoting international

CASE FOR REGULATION
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CASE FOR REGULATION

In the previous four case studies, there are
some commonalities that we can learn from 
that can help inform our recommendations.

First and foremost, the blockchain regulatory 
landscape todays most resembles that of 
VoIP, with varying views on how to handle 
the new technology (some more liberal than 
others). A more consistent approach, that is 
currently seen with other industries, is 
ultimately lacking. For this reason, as we saw 
with both e-mail and the development of the 
5G network, standardization is crucial for 
widespread international adoption; and while 
this coordination can and has happened 
organically in the past, having an 
international organization that pushes for 
standardization can greatly help the overall 
development and adoption of the 
technology. 

Furthermore, as we observed with the 
regulation of the Internet, clarifying who 
owns regulation over a decentralized system 
is helpful but not the be-all end-all. Law 
enforcement agencies can ultimately still 
conduct their job in decentralized systems by 
focusing efforts on centralized access points. 

The following section of this paper provides 
five high-level recommendations that can be 
adopted in a principles-based regulatory 
regime. These recommendations, much like 
Switzerland’s current regulatory regime41 are 
principles-based because they provide 
enough guidance and allow for flexibility in 
the interpretation of the law – solving (at 
least partially) for the dilemma of regulators 
moving too early and too harshly. 

cooperation in assigning satellite orbits, 
working to improve telecommunications 
infrastructure in the developing world, 
amongst many other things. What’s most 
interesting, however, is its Governance –
which incorporates the input and views of 
hundres of nations, actors, and organizations 
via the centralized authority of a Secretariat. 
Every four years, member nations elect a 
Secretary-General, a Deputy Secretary 
General, and three Directors of the Bureaux 
to four-year terms. These individuals then 
represent the interests of member nations 
and help push for the standards in the 
development of new technologies.40

When it comes to 5G, for instance, ITU plays 
a key role in the development and adoption 
of global regulations and standards –
ensuring that 5G networks are secure, stable, 
reliable, interoperable, safe for human 
health, and energy efficient; and its 
Standardization Sector is playing a convening 
role for the technologies and architectures of 
the wireline elements of 5G systems.40 

This international coordinating and 
convening body is something that is currently 
missing from the blockchain ecosystem and 
thus something that ought to be further 
studied – especially considering that many of 
the items that ITU is looking out for (i.e., 
security, interoperability, energy efficiency, 
etc.) are also some of the key policy 
challenges associated with distributed ledger 
technology.

4.5 Learnings from past regulation
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1. Maintain Public 
Safety

2. Provide Clarity 
& Consistency

3. Collaborate 
with pioneers

4. Promote 
Industry 
Standards

Provide a clear and consistent view (across 
jurisdictions) on any existing and applicable laws 
/ regulation via collaboration with national and 
international regulators

Collaborate with pioneers in discussions 
about regulation, promoting self-regulation and 
building innovation ‘sandboxes’

Advocate for industry standards & best-
practices for both blockchain technology and 
Governance of open-source and decentralized 
projects

Do no harm and maintain public safety. This 
includes identifying and correcting for illicit 
activities, moral hazard, and systemic risk

Address long-term sustainability issues –
including but not limited to environmental 
sustainability and market competitiveness

5. Address 
Sustainability

This policy analysis exercise recommends that the United States adopt a principles-based 
regulatory framework to promote distributed ledger technology innovation while protecting 
consumers. The following five guidelines can serve as the foundation for this principles-based 
regulatory framework and are elaborated in more detail in subsequent pages. 

5- Policy Recommendations

1

2

3

4

5
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5.1 Maintain public safety

The law and law-enforcement need to stay 
up-to-date with technological innovation –
identifying current and future possible use-
cases of malpractice within distributed ledger 
projects. Domestically this means training 
and educating local regulators and law 
enforcement agencies on potential fraud and 
illicit activities facilitated by new 
technologies like blockchain. 

The SEC has already been amongst the most 
active regulators when it comes to ensuring 
that the law (in this case securities law) is 
being adhered to, filing cease and desist
proceedings and/or other lawsuits against 
corporations or individuals associated with 
digital assets / initial coin offerings, account 
intrusions, hacking / insider trading, etc.42

Most importantly, they have created a 
strategic hub for innovation and financial 
technology (FinHub) where they can facilitate 
the SEC’s active engagement with innovators, 
developers, and entrepreneurs – in addition 
to being a resource for information about the 
SEC’s views and actions in the Financial 
Technologies (FinTech) space.43

Other law enforcement agencies must follow 
suit, ensuring not only that their respective 
laws and regulations are being adhered to, 
but also dedicating groups / units within their 
agencies that can preemptively assess and 
prevent public safety risks. These units 
should collaborate with other agencies in 
enforcing the law – as was the case with the 
arrest of Joshua Garza by the Federal Bureau 

of Investigation (FBI) earlier this year, thanks 
in part to information obtained in 
collaboration with the SEC.44 Moreover, these 
units should strive for transparency, creating 
a culture of collaboration with the many 
industry pioneers who wish for the public’s 
safety to be maintained as the technology 
continues to evolve and become adopted 
more broadly. 

Internationally, increased collaboration is 
also needed by nation-states to ensure that 
not only national but also international laws 
are being adhered to – especially considering 
the borderless nature of many of the 
activities facilitated by blockchain. As it 
stands, some countries are becoming havens 
and regulatory loopholes for many 
blockchain projects and actors; and while this 
is likely to continue to be the case moving 
forward, regulators should ensure that these 
differences in regulation do not threaten the 
public’s safety in any way. By focusing on 
public safety issues as a starting point, 
attempts for harmonized agreements and 
collaboration on blockchain regulation are 
more likely to be successful. 

5.2 Provide clarity and consistency

Having conversed with the legal counsels of 
several U.S. based blockchain startups, one of 
the major difficulties they expressed of the 
current system in their roles was navigating 
the regulatory landscape and having a clear 
understanding of who their regulators might 
be – if any. For instance, in one case the legal 
counsel for a blockchain corporation
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mentioned having to follow guidelines (which 
in some cases might be conflicting) by the 
SEC, CFTC, dozens of state regulators, and 
several other agencies / regulatory bodies. 
This lack of clarity is hurting innovation. 
Regulators need to align on ownership over 
the various issues that come with distributed 
ledger technology. If a mix of ‘industry / 
market’ and ‘activity’ will prevail as the 
regulatory choice architecture, then
consistency in definitions and views must be 
achieved. 

The former Chairman of the CFTC, Timothy 
Massad, believes that the Financial Stability 
Oversight Council can play an important role 
in cryptocurrency regulation. This important 
role could perhaps be to act as this gateway 
regulatory body due to its mandate to be a 
consultative council that facilitates 
communication amongst financial regulators. 
Furthermore, the U.S. Treasury’s Secretary 
acts as FSOC’s Chairperson – a degree of 
formal and informal authority that is likely to 
result in alignment amongst many regulatory 
agencies (at least in the United States). 

However, while this expanded role for FSOC 
makes sense for cryptocurrencies (which are 
inherently financial), the scope makes less 
sense for regulating non-financial issues 
associated with blockchain companies that 
do not have an element of cryptocurrency to 
them. For this reason, creating a new entity 
whose role is to clarify the regulatory 
landscape for new blockchain-based 
corporations ougth to be considered, 
ultimately serving as a ‘gate-keeper’ and 
assigning regulatory oversight of

decentralized ledger projects to various 
agencies and regulators based on the primary 
activity and purpose of the startup in 
question.

5.3 Collaborate with pioneers

Regulators can and should aim to collaborate 
with pioneers in coming up with the right 
regulatory framework. From the building of 
‘sandboxes’ where pioneers can test 
technologies and regulators can pilot 
possible frameworks, to getting innovators to 
own some degree of reponsibility via self-
regulation, collaboration between pioneers 
and regulators is a necessary path to success.

A regulatory sandbox refers to a live-like 
testing environment that ensures regulatory 
compliance and security checks are 
successfully upheld as new technologies are 
being rolled out.45 In other words, it’s an 
isolated yet fully functional testing 
environment for bringing new technologies 
to market. Over the last few years, the 
FinTech sector has exploded with new 
product offerings; and since this innovation 
has mostly occurred in lending, payments, 
insurance, and trading, regulatory 
compliance has been a must. These 
sandboxes, where the regulator in a sense 
sits alongside the innovator as the 
technology is being tested, promote 
innovation in a way that protects consumers 
without the overheads of over-regulation.46

While the United States already uses 
regulatory sandboxes when it comes to 
FinTech, it is not at the forefrunt of doing this
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for blockchain technology. The United 
Kingdom, for instance, gave 11 blockchain 
and distributed ledger technology-related 
companies access to its Financial Conduct 
Authority (FCA) regulatory sandbox in June, 
2018.47 Malta and other countries have 
deployed similarly ‘friendly’ environments for 
innovation with the purpose of attracting 
blockchain companies as a catalyst for future 
economic growth and development. 

In addition to sandboxes, regulators can put 
some of the onus of adhering to regulatory 
principles back in the hands of the innovators 
themselves. This is something that Japan, for 
instance, did in 2018 with the creation of the 
Japanese Virtual Currency Exchange 
Association (JVCEA).48

To regulate cryptocurrency exchanges, 
Japan’s Financial Services Agency (FSA) 
recently gave the local crypto industry self-
regulatory status, recognizing that it’s a very 
fast moving industry and it might therefore 
be better for experts to make rules.49 While 
the specifics of the rules might be left to 
JVCEA to decide, the overall guidelines and 
direction of the rules were determined by 
traditional policy-makers beforehand. In the 
United States, the Winklevoss twins founded 
the Virtual Commodity Association in August, 
2018 as a way to similarly push for standards 
and transparency.50 This novel approach to 
regulation is something that could be further

considered by U.S. regulators – especially for 
some specific aspects of distributed ledger 
technology such as cybersecurity and 
prevention of illicit activities. The hope is that 
this isn’t the first and only of such self-
regulatory bodies.51

All in all, the Government should establish 
broad and technology-neutral guiding 
principles that pioneers can then expand on 
(depending on the issue at hand) via an 
official pioneer-driven oversight body 
comprised of true industry experts. 

5.4 Promote Industry Standards

Much like how e-mail and the Internet 
became standardized in the 1980s, or how an 
international body is currently bringing 5G 
technology to market, there is a need for 
interoperability and industry standards when 
it comes to distributed ledger technology. 
Regulators are in a privileged position to 
facilitate this
conversation in a way that minimizes the
risks and maximizes the upsides that come 
with blockchain technology. 

According to a recent McKinsey & Company 
article, ‘strong headway [for standardization] 
has already been made by industry 
consortiums, as seen with the R3 consortium 
of more than 70 global banks that 
collaborated to develop the financial-grade-
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open-source Corda blockchain platform.’ 
Similarly, Standards Australia recently took a 
leadership position in developing a road map 
of priorities on behalf of the International 
Organization for Standardization – starting 
with first establishing a common 
terminology.52

Given the global nature of blockchain 
technology, it is unlikely that a national 
regulator (yet alone one in the United States) 
can play the role of pushing for protocol 
standardization (especially when the majority 
of the innovation is taking place outside of 
the United States). As a result, careful 
consideration must be given to how a 
multinational tri-sector agency can fill this 
void and play this convener role (much like 
how the International Organization for 
Standardization does for the Internet and the 
International Telecommunication Union does 
with 5G development). While a full-on UN 
Agency might not be necessary (at least not 
for now), a good start could be an 
independent body housed under the 
umbrella of one of these existing technology-
focused intergovernmental public-private 
partnerships. 

If the blockchain industry wishes to achieve 
mainstream adoption, then this push for 
standardization of both protocols and 
Governance makes sense. Such efforts will 
have to be made for not only standardization 
of code, but also safety measures, the writing 
of White Papers, and best-practices in 
Governance and decision-making.

5.5 Address sustainability

Finally, the two biggest long-term 
sustainability risks for blockchain technology 
are maintaining market competitiveness and 
environmental sustainability. 

When it comes to market competitiveness, a 
common thought is that a decentralized 
system will remain just that – decentralized. 
However, as Nobel Laureate Elinor Ostrom 
has demonstrated, ‘common-pool resources 
without explicit property rights assigned are 
in fact ultimately governed by self-organizing 
communities comprised of those who benefit 
from their stewardship and use.’53

As a result of possible misuse by a corporate 
actor with too much market power / 
concentration, we must ask the question of 
whether blockchain mining should be 
regulated like other industries – with 
antitrust regulations. While this might be 
possible at a national level, the conversation 
needs to realistically take place in the 
international sphere given the global nature 
of this technology. Such a conversation has 
been attempted at the G20 before (at least 
when it relates to cryptocurrency), but 
substantive actions were not solidified.54 For 
this reason, the independent body described 
in the previous recommendation (an 
intergovernmental public-private partnership 
housed under the umbrella of an existing 
international agency) would be well 
positioned to at the very least start these 
conversations.
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As the industry and regulation mature, there 
could eventually be a need for a role that 
looks at ensuring decentralization and 
competition across global public distributed 
ledger platforms – a role similar to the 
European Commission’s Directorate-General 
for Competition (DG COMP). This role could 
have as its goal to maintain decentralization, 
preventing blockchain from taking on the 
same path that the internet took in the 1990s 
– shifting from its early Internet protocols 
being created by working groups or non-
profit organizations that relied on the 
alignment of interests in the Internet 
community to gain adoption, to an Internet 
built largely by for-profit tech companies in 
the 2000s such as Google, Apple, Facebook, 
and Amazon.55

Finally, regulators must consider the 
environmental damage that can come with 
mining bitcoin and other cryptocurrencies. 
Many of the newer projects are already 
solving for this, but regulation must be made 
for existing blockchain projects that are likely 
to continue to exist in the future – like 
bitcoin.

A good start would be to require miners to 
report their energy expenditure to a
national regulatory body. This increased 
transparency will result in a better 
understanding of the impact of mining in the 
environment – as industry experts believe 
‘the variables are just too different across the 
mining ecosystem because of differing 
hardware, differing mining settings etc.’56

With increased transparency and reporting 
on mining activities and the environment, 
regulators should then come together in an 
international setting to discuss next actions. 
The 25th Session of the Conference of the 
Parties (COP 25) to the United Nations 
Framework Convention on Climate Change 
presents a unique opportunity (albeit 
happening too soon) to get the conversation 
started. An ambitious medium to long-term 
goal would be to get national regulators to 
require blockchain mining companies in their 
respective countries to offset their carbon 
footprint and/or be limited to only using 
renewable energy as an electricity source. 
Countries could invoke Article 6 of the Paris 
agreement for this purpose – which may 
allow them to ‘pursue voluntary cooperation 
in the implementation of their nationally 
determined contributions.’57

Whether it relates to market competitiveness 
or the environment, these two issues pose a 
big threat to the long-term sustainability of 
blockchain as a technology solution for many 
of today’s problems. Regulators will therefore 
need to collaborate across countries – in 
perhaps unprecedented manners – if we aim 
to capture blockchain’s potential. 

The following page in this report is an 
attempt to highlight how a policy-maker 
would go about thinking of regulation and 
risk-mitigation for a new blockchain use-case 
in a specific industry (in this case FinTech and 
payments). Subsequent pages introduce the 
notion of an E-Corporation as an innovative 
approach to blockchain licensing / regulation. 
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• Banking and payments regulation in the 
United States is highly fragmented. Any and 
all regulators that may capture payments as 
an activity should identify the major public 
safety risks before the technology gets to 
market, such as: privacy, disclosure, fraud 
prevention, anti-money laundering, etc.

• Law enforcement agencies should have 
dedicated groups (like the FBIs white-collar 
crime division58) that are monitoring the 
activities taking place in this new payments 
platform. The startups founders should 
demand KYC compliance of users and 
collaborate with these agencies

• Given the fragmentation of regulators, there 
should be a point-person/agency that can 
answer questions and provide regulatory 
guidance to the startup. A body like FSOC 
could step-in as the ‘gatekeeper’ for all 
payments regulation and then delegate 
responsibilities to other bodies (SEC, etc.)

• As the regulatory landscape continues to 
evolve, if the blockchain-specific payments / 
FinTech industry continues to grow, there 
might be a need for a stand-alone 
regulatory body – beyond the originally 
assigned point person/agency, like FSOC

• The point-person/agency (i.e., FSOC) should 
set up a regulatory sandbox where the 
startup can do product testing with real users 
while obtaining ongoing feedback from the 
regulator. For instance, launching a pilot 
payments platform with a limited number of 
users – limiting downside and identifying risks

• As the startup matures and founding teams 
expand, it is important that founders give as 
much importance to legal / compliance as 
they do to technology development. 
Regulators must establish a good working 
relationship with the young lawyers who 
are likely to represent this new industry

• The point-person/agency should connect the 
startup’s founders with any relevant industry 
associations or self-regulatory groups (like 
Japan’s JVCEA – but for payments) so they can 
adhere to best-practice standards as they 
develop the technology and agree to address 
risks

• Regulators should monitor the development 
of industry standards and efficacy of self-
regulation bodies, providing further 
guidance to ensure newly identified risks 
are being addressed and self-monitoring is 
indeed taking place. Where applicable, 
regulators should host industry-wide events

• As part of the collaborative environment 
established in the sandbox, regulators and 
founders should undertake a pre-mortem 
analysis that specifically asks questions 
around market dynamics / competitiveness 
(to address market failures) and the carbon 
footprint of the project 

• As the startup gets to market and the 
industry matures, regulators must ensure 
metrics and regular reporting are taking 
place – closely monitoring the situation, 
preserving the intended decentralized 
nature of the project, and diminishing 
possible ecological damage

The following table demonstrates how a regulator can apply this paper’s framework and 
guidelines to address the challenges that come with blockchain technology. In this case, the 
example is for a new distributed-ledger technology company in the payments / FinTech space. 
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6- The E-Corporation
6.1 Why an E-Corporation? 

As was previously highlighted, the current 
corporate structure that many blockchain-
based startups are using is problematic for a 
few reasons, including but not limited to: 

- Incorrect usage of the Swiss non-profit 
foundation model known as ‘Stiftungen’

- Conflict of interest amongst various 
stakeholders in decentralized projects

- Lack of clarity on liability / accountability, 
conflict-management, and Governance

- Insufficient regulatory guidance and thus 
adherance to the existing rules

As a way to ameliorate the above problems 
caused by blockchain startups trying to fit 
their projects into the existing corporate 
structures available; and as a way to promote 
the adherance to the five key policy 
recommendations previously outlined, this 
paper recommends the creation of a new 
corporate vehicle for open-source and 
decentralized blockchain startups: the           
E-Corporation. 

The goal of the E-Corporation would mainly 
be two-fold: (1) to promote the adoption of 
Governance best-practices for successful 
conflict-resolution and decision-making via 
specific clauses and role-clarity within the 
articles of incorporation, and (2) to clarify the 
regulatory landscape and ensure adherance 
via constant collaboration with the specific 
regulator overseeing the E-Corporation.

6.2 What is an E-Corporation? 

An E-Corporation is a certification that can be 
granted to blockchain-based startups that 
choose to collaborate with regulators and 
embrace the five previously described policy 
recommendations. It begins by establishing 
best-practices in corporate Governance –
creating alignment and accountability 
amongst the different stakeholders. 

This certification process functions much like 
that of a B-Corporation – a business that 
balances purpose and profit and is legally 
required to consider the impact of their 
decisions on all of their stakeholders, such as: 
workers, customers, suppliers, community, 
and the environment.59 However, rather than 
focusing on meeting the highest standards of 
verified social and environmental 
performance, transparency, and 
accountability, the E-Corporation is a 
commitment to the the dual goals of 
Governance and law adherance. 

Mission and Governance 
One of the defining features of an                  
E-Corporation is that profit is not ‘king’. 
For several decades, corporations (at least in 
the United States) have been relentlessly 
pursuing profits and shareholder value as the 
be-all and end-all of their mission. However, 
the 2008 financial crisis shook voters’ 
confidence in capitalism in a way that is now 
leading to a redesign and rethink of the role 
of corporations in society. More and more 
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consumers and investors alike have begun to 
demand more than just profit from 
corporations – looking to companies to have 
a positive contribution to society.60

More recently, these views have gone from 
being a pure though-exercise to potentially 
being a serious discussion topic in the 2020 
U.S. Presidential election. Massachusetts 
Senator, Elizabeth Warren, for instance, 
recently proposed a bill in the Senate ‘that 
would require corporate boards to take into 
account the interests of customers, 
employees, and communities.’  In a way, this 
is similar to how large corporations in 
Germany align interests between 
stakeholders – through their ‘shared 
Governance’.61

The articles of incorporation of an                  
E-Corporation would similarly seek to ensure 
that an overall mission (rather than profit) 
are what is top of mind for all of the 
stakeholders involved in the decentralized 
project (i.e., founders, developers, users, 
etc.). In a way, this is already supposed to be 
the case with the Stiftungen; however, given 
that the founders often own many tokens of 
the project in question, their actions create a 
conflict of interest via the price-implications 
their decisions have on the token itself –
drastically impacting their net worth. 

For this reason, the articles of incorporation 
of the E-Corporation will place the fiduciary 
duty of its stakeholders on developing the 
Economy / Ecosystem they described in their 
White Paper, rather than seeking profit-
maximization (i.e., a high token price

valuation). 

Likewise, the articles of incorporation will 
describe a clear Governance structure, 
stipulating specific guidelines for decision-
making, accountability, and even token 
ownership. In practice, this means full 
transparency on who bears liability, how 
voting / decision-making takes place (i.e., for 
decisions like upgrading the blockchain, 
resolving conflict, etc.), and even limitations 
on token-ownership and sales on the part of 
the founders (i.e., founders might not be able 
to sell a designated percentage of their token 
holdings – which could be safeguarded via a 
smart contract – until they complete specific 
milestones which were established in the 
White Paper). 

With this higher mission / purpose for the 
corporation, and the adoption of these 
Governance statutes, users and regulators 
can benefit from having a clearer grasp on 
accountability and view for the direction (or 
at least process for setting the direction) of 
an open-source decentralized project. 

Adherance to the law
The other key benefits of the E-Corporation 
designation is that it will act much like a 
banking charter – where the founders will 
have to submit an application for certification 
with the ‘gate-keeping’ regulatory body 
previously proposed in this paper. This will 
mean a clearer view on the regulatory 
landscape (i.e., who their regulatory body will 
be), and commitment to adhere to the law 
and guiding principles described in this paper. 
For example, this could mean willingness to 
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participate in regulatory sandboxes while also 
pushing for and embracing standardization. 

Furthermore, this certification would entail
an agreement to follow guidelines for 
launching a legal initial coin offering via a 
White Paper that is vetted by the SEC (much 
like an existing prospectus), cooperating with 
law enforcement agencies, ensuring data 
privacy / integrity, and ultimately ensuring 
the long-term sustainability of the project via 
mechanisms for preserving decentralization / 
market-competitiveness, and reducing the 
carbon footprint of the project. 

All in all, the policy challenges that were 
introduced in the framework on page 12 of 
this paper would be addressed in detail via 
clauses and commitments in the articles of 
incorporation. 

6.3 Sign up process 

Much like with the B-Corporation process, 
founders of a distributed ledger project can 
apply for E-Corporation designation with a 
certification-granting body. In this case, the 
certification-granting body should be the 
same ‘gate-keeper’ that has been suggested 
as the point-person/agency for blockchain 
regulation in this paper. For instance, if a 
body like FSOC acts as the ’gate-keeper’ they 
could review the application for certification 
and subsequently assign a regulator for the 
startup in question. 

While the above certification might sound 
similar to New York’s Bitlicense – a business 
license of virtual currency activities issued by 
the New York State Department of Financial 
Services (NYSDFS) – it is different in both 

intent and content. Rather than being an 
exclusionary license by virtue of regulatory 
complexity (which resulted in an exodus of 
many blockchain companies from New York), 
the E-Corporation certification is meant to 
drive collaboration and agreement to work 
within certain regulatory guidelines – even 
while the exact details of the regulation 
might still be in the process of being defined.

The premise is therefore not to declare some 
businesses as ‘legal’ and others ‘illegal’, but 
rather to create a collaborative environment 
where innovators and regulators both aim to 
have the public’s safety in mind. The 
certification process will therefore not be 
synonymous with ‘legality’, but rather an 
indicator to consumers, investors, and other 
stakeholders that the founders have given 
explicit thought to how their open-source 
decentralized blockchain project is both 
governed and structured; and that they have 
similarly made a commitment to work 
alongside regulators throughout the journey 
of bringing their blockchain solution to 
market. As a result, much like how                 
B-Corporations enjoy a better reputation and 
benefit from having that designation (over 
traditional corporations), E-Corporations
should similarly benefit from being granted 
this status.

6.4 Certification requirements

At a high-level, E-Corporations will have to 
commit to adopting best-practices in 
Governance while also collaborating with 
regulators and law enforcement agencies. In 
practice, this means they will have to satisfy 
the ten requirements outlined on the 
following page. 

E-CORPORATION



37

1. Identify clear roles and responsibilities 
of Founders and Board members in the 
articles of incorporation of the 

Corporation – especially as it relates to 

accountability and decision-making

2. Articulate the fiduciary duty of Founders 

and Board members (if the blockchain 
startup has a broader purpose, then its 

founders and Board members should 

have a clearly articulated fiduciary duty 

that is not to make profit – for 

themselves and/or investors – but to 
work towards building the ecosystem 

they described in their White Paper
3. Follow SEC Guidelines for both the 

writing of a White Paper and conducting 

a legal initial coin offering (if the venture 
warrants this path as a vehicle for raising 

capital)

4. Clarify the monetary incentives for 

contributing to the project (either as a 

developer, transaction validator, or user); 
as well as any limitations for ‘cashing’ out 

of any token-ownership on the part of 

Founders and Board members

5. Have a data vetting process that filters 

for what kind of data must and must not 
go on the blockchain – keeping in mind 

the challenge with immutability and need 

to preserve data integrity and privacy 

6. Work alongside regulators throughout 

the journey of bringing their technology 
to market – including participation in 

regulatory sandboxes, industry 

associations, and other self-regulatory 

bodies

7. Collaborate with law enforcement 
agencies when necessary and hold a 

preemptive mindset when it comes to 

preventing illicit activities on the 

blockchain being built

8. Agree to share data that might be 
required by regulators (i.e., transactions, 

user information, etc.)

9. Maintain decentralization by potentially 

limiting mining power and/or token-

holding concentration
10. Address any potential environmental 

damages that could be created with this 

new blockchain project

E-CORPORATION

6.5 Maintaining status

Finally, in order to maintain E-Corporation 
status, these blockchain projects will have to 

continue to comply with the above stipulated 
guidelines on an ongoing basis. A review of 

adherance to the guidelines could be done 
via an annualized compliance audit 

conducted by the certification granting body 

(much like how it is done with the                  
B-Corporation status today). 

Failure to comply with the above

requirements could result in a loss of status –
which would send a strong signal to market 

participants about the legitimacy of the 

project in hand. While this failure to adhere 
to the requirements might not necessarily 

result in legal action (unless actual laws have 
been violated), it should be equivalent to a 

corporation being ‘downgraded’ by a rating 

agency – leading future investors and users 
to exercise more caution moving forward. 

Certification Process Requirements: 
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7- Conclusion
All in all, this paper has identified 10 main 
policy challenges that arise when bringing a 
new distributed ledger technology to market. 
From defining the ideal corporate structure 
and clarifying applicable laws and 
regulations, to managing the Governance of 
an open-source decentralized project and 
addressing its environmental sustainability, 
the issues with this young technology are 
many. 

This said, the benefits – which have not been 
highlighted in this paper given that the 
literature is plentiful already online – are 
worth cultivating and harvesting. For this 
reason, this paper proposes five high-level 
policy recommendations as a way to 
establish a principles-based regulatory 
framework that can help entrepreneurs 
develop their blockchain solutions in a safe 
environment. These recommendations begin 
with the goal of always maintaining public 
safety and proceed to then create a better 
environment for innovation, ultimately 
looking to address the long-term risks.

One tangible way in which this paper 
suggests adherance to the recommendations 
previously outlined is via the introduction of 
an E-Corporation. This new corporate 
structure and certification allows 
entrepreneurs to work alongside regulators 
in developing their blockchain projects in a 
way that operates within the confinement of 
the law, preemptively addresses the policy 
challenges, and gives consumers and users 
increased confidence and trust moving 
forward. 

It is important to note that this specific 
recommendation, along with the five high-
level guidelines, are not meant to be 
proposals set in stone, or the be all end all of 
blockchain regulation moving forward. The 
recommendations in this Policy Analysis 
Exercise are, however, meant to be a 
conversation starter between innovators and 
regulators alike on how to establish a 
collaborative environment and Governance 
structure moving forward. Likewise, the 
author of this paper hopes it can also serve 
as a foundation for future policy research 
projects in this space. 

On October 11, 2018, Senator Crapo, 
Chairman of the U.S. Senate Banking 
Committee, said that ‘in order to move 
forward in a productive way and give these 
innovations the room to flourish and develop 
in a safe and sound way, we need to sort 
through the static and better understand 
what exactly are the opportunities and 
challenges facing this ecosystem.’1 The author 
of this paper hopes it has done just that –
sorting through the static and helping 
regulators better understand this rapidly 
evolving industry – ultimately hoping to 
enhance blockchain innovation via 
regulation. 

CONCLUSION
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8- Appendix
8.1 Methodology
In order to arrive at the policy recommendations introduced in this paper, this policy analysis 
exercise builds on recent literature about decentralized ledger technology via a series of expert 
interviews, attendance at industry events / conferences, and case studies. 

Expert Interviews
9 total interviews were conducted between October, 2018 and March, 2019. The author of 
this paper began by interviewing pioneers in this space followed by industry associations, 
academics, and ultimately concluding with regulators and policy-makers. 

The objective of these interviews was mainly two-fold: (1) to learn more about the policy 
challenges faced by innovators in the space (from co-Founders, to lawyers, and even 
investors in the space); and (2) to assess the feasibility of implementation of this paper’s 
recommendations. 

Case Studies
While the interviews and industry events helped frame the challenges associated with 
decentralized ledger technology, the case studies helped guide the recommendations 
more fully by outlining what had been done before with the rise of comparable 
technological advancements (i.e., the Internet, e-mail, and VoIP). 

These case studies identify both what worked well and didn’t work so well when it came 
to Government intervention / regulation. 

Industry Events
Attendance at various blockchain-focused conferences and events hosted at both Harvard 
University and the Massachusetts Institute of Technology.

These events ranged from having the presence of industry pioneers to investors, lawyers, 
regulators, and analysts / critics. Many of the policy issues and options outlined in this 
paper came from both ideas delivered by speakers as part of their presentations and / or  
discussions held with event participants throughout the networking portion of these 
events.

1

2

3
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8.2 List of interviews 
The following individuals were all interviewed throughout the writing of this paper. They helped 
clarify the existing regulatory landscape and provided further insights into what works, does not 
work, and where regulation could move going forward. 

It is important to note that while many of their ideas helped shape this paper, their willigness to 
be interviewed does not represent an endorsement of the recommendations presented. 
Likewise, each of the experts spoke to the author of this paper as individuals and not as a direct 
spokespersons of the companies they work for. As a result, the views and recommendations 
introduced in this paper do not represent the views of the corporations mentioned below.

- Anonymous Manager, Compliance Team at large U.S. based Cryptocurrency Exchange
- Eduardo Rodriguez, CEO at FlatStone Energy Consulting
- Florian Glatz, Lawyer at Blockchain.lawyer
- Joyce Lai, Law and Technology at ConsenSys
- Marvin Ammori, General Counsel at Protocol Labs
- Nick Grossman, GM Special Projects at Union Square Ventures
- Ryan Zagone, Director of Regulatory Relations at Ripple
- Tanvi Ratna, Blockchain lead and US-India Tech Policy Fellow 2019
- Tom Wheeler, 31st Chairman of the Federal Communications Commission

8.3 List of lectures, conferences, and industry events attended
Finally, ideas for this paper were also obtained from attendance at industry events and academic 
lectures. The following comprises a full list of the speakers: 

- Bruce Schneier, Cryptographer and Adjunt Lecturer in Public Policy at Harvard Kennedy School 
- David Eaves, Digital Government Lecturer at Harvard Kennedy School
- Dirk Zetzsche, Full Professor in Financial Law, ADA Chair in Financial Law and Inclusive Finance 

at the University of Luxembourg
- Evan Schwartz, Engineer at Ripple and Co-Inventor of the Interledger Protocol
- Guenther Dobrauz-Saldapenna, Partner & Leader PwC Legal Switzerland
- Hal S. Scott, – Emeritus Nomura Professor of International Financial Systems at Harvard Law 

School
- James Mickens, Associate Professor of Computer Science at Harvard John A. Paulson School of 

Engineering and Applied Sciences
- Jay Clayton, 32nd Chairman of the Securities and Exchange Commission
- John Lore, Managing Partner at Capital Fund Law Group
- Kevin Werbach, Professor of Legal Studies & Business Ethics at The Wharton School 
- Lindsay Lin, Legal Counsel at Interstellar
- Robert Glauber, Adjunct Lecturer in Public Policy at Havard Kennedy School
- Sarah Zhang, Founder Points.org
- Timothy Massad, Former Chairman of the Commodity Futures Trading Commission
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